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4.1.

4.2.

4.3.

4.4.

4.5.

4.6.
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578 lneditenans Customer list Usvnauwaziinmudnuaziawiz (Specification) Tais

1 d’ o } 24
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R nsinsssruuinyinulaondy Firewall wSeusenduiiniiuatas
1w 2 ga IngldiSfmedunu mnssuusnnanuasnse Firewall w3samni
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K18 A o9viIN1snadaun1sing s uag/m3ensldauresssuusnuiainulasasdie
Firewall Midsweu wiauiswuzdinisldauludnwae On the Job Training 1WA

AUURNY ve9 aw. sreazBeaiuiulatunliluded 7

Au1e avdeafulaveuaiun1sUnganyl (Maintenance: MA) gunsalfenanadu
szozan 3 YAadedudunniuil av. asrasununngaing steaziBeniudle
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5. SIUALLDYAANAN WULANIZVBITLUUTNIAUUARANE Firewall wiaugawawasn

= o o
LNEIVBDY FI1UIU 2 ’q@

v ) @

HUENTBEIUTN Aasdamiszuuinewiniutasnsie Firewall Iusd 8ve Palo alto wiex
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gavliLsAgItes Tuu 2 ynidundndusiqudestuasiifuansedioriu Tnelinueaudilides
N1 Aselull
51.  veasiduanuantiianzniaveilavasgunsal Firewall lnefinaaut@livesnin
Aasialull
] . = T T V= A S S Vs W
5.1.1. Lﬂuqﬂﬂ'ﬁiﬁ Appliance Firewall #1358 Chassis N@319UUNBNINUINHTIVIU
uwazAIUAN Application, User hae Content laelken N8 UTsuIanad B uuUSuISIANNS

Management/Control Plane way nu8Ussaianad msutaya (Data Plane) 28naniu w3

Unaue Appliance dm¥uyin Management wenaanainsdgunsel

512. 4 Firewall Throughput la'd'a8n71 4 Gbps wag Threat prevention
Throughput litosnia 2 Gbps Tuwuu Appmix 38 Enterprise testing condition #3® Enterprise
traffic mix LWAIIUIU Max Sessions e baitiaenin 1,000,000 sessions kaz New Sessions Taliiae

A71 52,800 #1931V

5.1.3. i Network Interface LUU 10/100/1000 Copper kisindn 12 wasn, ¥oq

Feusewuu 16 SFP lalsnin ¢ wedn wasdeadeusouuy 1G/10G SFP/SFP+ laidindn 4 wedn

514. il Interface WUY 10/100/1000 laifndn 2 wesm uae Interface WUy 10G
SFP+ laisi1n11 1 wadn dmunisvin High Availability (HA) Tag Interface f3n@1iuenaanynann

Network Interface (Dedicate interface HA)

5.5 guasaliiiiauesesaiinsaria Client VPN (Remote Access) uulusinaen
IPSec uag SSL lalaifndn 1,024 tunnels imﬁy’qmmmﬁwmuﬁ’ussuwﬁﬁﬁmi Windows (1 32
waz 64 bits) oy egratdey

5.1.6.  gunsaifiesd SSD dwduiiudeyaszuulsishnit 24068 wielausgunsal
iU log iisfudifivunn disk vun 24068 MSudveiieatu Firewall fitaue

5.1.7.  @1u1sann NAT (Network Address Translation) wag PAT (Port Address
Translation) %38 Port Translation 16

518 aw1saldiuszuuAIatisuu VLAN g1y Protocol 802.1Q 16

51.9.  @11150v191UKUY Route Mode (Layer 3) wag Transparent Mode
Firewall (Bridge Mode) &

5.1.10. @w1savih Dynamic Routing Protocol IéA RIP, OSPF wag BGP 1uaeng

annUuddeuaidulasnsau (29ANTITUNITL) Wi 3 970 12




5.1.11.  @w13nsu Syslog mﬂsswﬁ'ﬁasﬂﬁ disldlunnsiudusfau vae User 74
o Tnganusavhlduushgunsal Firewall lidasfiszuula 4 Wiy
5.1.12. amn30vinIngaIaauns WilaTiignswa SSL daensvi SSL decryption
(ﬁv'GLLUU Inbound wag Outbound )
5.1.13.  @mniavheusniussuunsiigausinu (Authentication System) laun
Active Directory, LDAP way RADIUS tiievhmisannuglélfiduagiation
5.1.14. awnsalfengsteeuajudeyaved Data lujuuuureansiiials uas
AUINANTIHNURIUNTG Email wuuseludidle leeanunsaviisieaulu Category sing 9 aghatiae
Yol
5.1.14.1.  Application
5.1.14.2.  Traffic
5.1.14.3.  Threats
5.1.14.4.  URL Filtering
5.1.15.  @11150USULAI5189UNIUAINA BINTT (Custom Report) Lagd1oen
(Export) Wegluguwuu PDF Idillusgrelion
5.1.16. il Power Supply WUU Redundant %38 Hot Swap
51.17. awnsasesfunmsaasafie High Availability (HA) WUy Active/Passive
uay Active/Active 1g1
5.1.18.  @u150UTMIIAN139UNTalLUY Web-based Management (HTTPS) wag
Command Line Interface &
5.1.19. @m13509d3 log (Forward Log) A18 HTTP-based API lUgsgunsal 3rd
party videtiauesEuUUIALLY
5.1.20. @u13a%818 Virtual Systems Lﬁu@ﬂﬁqqqmﬁa 6 System Tuaunan
5.1.21. wﬁmﬁm%ﬁ'ﬁuaua%ﬁ’maqﬂu Leader Quadrant U84 Gartner Magic

Quadrant #u Enterprise Network Firewalls Tulanan

]
=

5.1.22. fesfulseiugunsahlunategiaies 3 U Tnesyuudssaunsouansiui
Augeldluszuu vidafgunsalfithiaue

5123, flausnedesanimdngrunisianiiauesaidmiulasenisd lnedos
IEFumausisiaduiunusmenn viimdvomdndas (onansuuuseuauasni)

52.  swazduanudnunzsvuuleiuiunnaiu (Threat Prevention Subscriptions) Ing

v 1@ An1514974 Intrusion Prevention (IPS), Command-and-Control protection (Antispyware)
Way Malware protection wiaufiu 1033895U Throughput liveenin 2.6 Gbps waviinnant?
ogetioudsioluil

521, daoUnenssuniInginasuss ANANLUY Single-Pass (Single-pass

scanning architecture)
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522,  a1w1950U89Au Malware huu Stream-Based Ua4u malware A28n15
M3IADU signature 81989 payload 1ot

523, awnsansisdukaztesiuport Scans, buffer Overflows, remote code
execution, protocol fragmentation and obfuscation wag Non-RFC Compliant Todusenatioy
ifmﬁv’ammsaﬂ%'uLngﬂwaaqﬁaﬂﬂmu (Custom Vulnerability signatures) leinnu A1NABIN"g

52.6.  am15005393unasUe9Au Virus vuluslaasa HTTP, FTP, IMAP, POP3,
SMTP waz SMB 2384 Virus 71619 #au1u POF, yeb Content, Microsoft Office documents wag
Compressed Files 161

525.  @1u159% DNS Sinkhole i ot a9 un1s1918e malicious domain, 1iie
ﬂmﬁumsmiﬂﬁuﬁayaaaﬂmﬂi:w (preventing exfiltration)

526.  Hswezoaniuusyiukaznsingesnyluszesnaibidesndn 3 U

53.  s1vavideanua nwuesyuuyeanu Advanced Persistent Threats (Wildfire

Subscriptions) $¥UUR$333U Malware, exploit LUy Cloud-Based L‘ﬁ@l‘t’fﬁxq Malware Usgtanlvy
(Zero-day Malware ) @ alaiflugrudoyanisynynlandldsudsaruisaadrsgvuvunisland
(Signature) fandntusniiielitlasiussuuiadotslilnesrlutilasdnnaudRogetosdal

53.1.  @wn3avia Static Analysis, Dynamic Analysis, Machine Learning wagBare
metal Analysis Lgi

532,  @1uisanstadulealumvaneq Protocol L% U SMTP, POP3, SMB, FTP,
IMAP,HTTP wag HTTPS

533.  awnsansivdounaslesnu zero-day malware 9nlvduiingng ¢ agng
ﬁ'aaﬁ'\‘iﬁy EXE, DLL, all Microsoft Office file types, PDF, Java applets, including JAR and CLASS;
RAR and 7 ZIP archive files, Linux ELFs, Mach-O, DMG, PKG, JScript, VBScript, PowerShell, Shell
Script, APKs Ilduagdsdfiunuuaniudiusle

53.4. i report waAIIIEaTEEANIYNIUTEY malware Nin5295UlANS host-
base La¥ network-base activity

535, awninadie signature Tunitetosiulvdiainnsaany malware anely
szznalif 5 wil

536.  Hwernarsulsziuwasnistigssndusseznailidesndy 3 U

5.4. swamﬁamqmé’mwmziswmsmmaa‘u DNS security (DNS Security Subscriptions)

vi38 DNS Filtering flanansadesiuszuu DNS 91nnnslanfives Command-and-Control wagn15913
nssudeya (Data Theft) TnefnnautiRegatosseluil

54.1. mmaam"wuwLLawqﬂmsm’"ﬁﬁq malicious domains 310 domain

generation algorithm-based (DGA) lngnsld Machine learning e
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5.4.2.  {5%UU Machine Learning T AINITONTIVTY traffic Command and
Control wag Data Theft 711U DNS tunneling Tngnsld Algorithm srasaluil query rate and
patterns, entropy, n-gram frequency analysis
543, fszwsianfuussiuwazmstigssnvidussesiathidesnin 3 ¥
545, iwEJasLﬁ'amqmé’ﬂwmsswunél’uﬂsm URL website (URL Filtering Subscriptions)
5EUUNAUN3BIN13NRe website (URL Filtering) Tnefinnandioeatoeseluil
551 atusanivuauleursnised 9 website (URL Filtering %58 Web
Filtering), anunsadamuuazarugunsidrdaduldnim Category sauviaaunsauuusa Custom
Category lanuaeans
552, @wnsadesunisidnfis website filisynnlnenisdon irunia Search
Engine Cache (.U Google cache) wag Translation Site (1u Google translate) 16t
553, fiarwannsalumsdestunisitinavesderfiduassaninuvosesdng i
sl website v Phishing page 16 (Credential Phishing Prevention)
554, fsswzianiuussiulavnisungsnulusseznanlidesndt 3 U
6. Reylunisiinda
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ANUA
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8. n15U1595n1 (Maintenance)

fuiefioniinmathyedne desan wily USudse ua/viensduunaunuszudlyiogluann
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1) mithyasnwidadesty (Preventive Maintenance) WielWszuvagluanwitldaulés

Wunfuaziiuszansnmmasaian

2
=2 Q

2) uflvdedndowing 9 MiAsduiussuy
3) fouuw wily waz/viadsunaunuandldoulily wisldonldusliduluauanmn
Un@vasssuu
4) UiuusleuszAnSatw (Performance Tuning) seuUuLi oLl ssAndnanisvngasnm
Usenausieny 2 daudes fail
8.1, mstrgasnureniuIsITUY
Funeazdesuiiaveusiiiumslidesnififmmmuseandondai
Tuanmaahaunuuniivesssuy uiesesinisnsedeusazingednuidatosiy
(Preventive Maintenance) g amuﬁ'ﬁm6?"’\1Lﬁaiﬁuu%lﬁ’jﬁwwzmmmvﬁmu‘té’a&hagﬂﬁaqaEJ'N
ffos 6 Wau denss Inedesinaudsidmiinsuimuansdnseasustuuamiedietion
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1. NIANUNTUITENE
v, Posumsiinnisiigsinwidellesiu (Preventive Maintenance)
A. 33M13 uavtumeunTine
NI L’JaWﬁﬁﬁﬂ’liﬂ’l@ﬂ%’ﬂw’n‘?ﬁﬂadﬁu (Preventive Maintenance)
2. IFmsveadeun1vinuvessEULABNIIAeI naIn1sUN e nw T el aady
(Preventive Maintenance) iielishilaldinszuvannsavhauldfdai

swazBuavesnuiigsinwuasdonueuaededlidenniiil

®  [IABUAITVINNIUYBS Software #1199 Tiawrsaldaulafniuunid wavedned
Usgandnmw

® asadeuguteyaliegluaninauysal

o asaeutafionaraiifntuanlug (Log File)

® 43 Apply patch nsdiiamudnduiiondlatign vie deunnsos wazwnd
Lwlmscﬁﬁ'%ﬁaaﬁwmicﬁ’mﬁiﬂ,mashﬂmaehwﬁqﬁﬁwaﬂiwuﬁmwuyu%’ayjaLLaz/ﬁa%'auua K
whewerufivyeuan av. Aoufiazsdunsla

o uimazdasnisinga Version Tl ndinisusuuselusunsufiania uay
mnimgnsafiterdeninnsindleeglnegrmileiifinansenutussuugutoyauaz/ miadeya
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§9979

o Tlunsdiiszuufimsldnuiiiaund amsdigaunnseavieldnulsilivivdunie
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mMsvheundnamund fueesdeddiduInmuugihmadnsdmi vievhnsudladgmilauuds
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AR

o lunsdifissuuiinmsthgademeuazdoaddouguninl freasdondiduiunis
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o lunsandUgmiiinanlusunsy wu Bug \udugansazdosihnisiUaimadn

L]

wasaludsindnierihnisudlulueuian

®  ASYBUUTNTYUUNUAING TR W ureandunisudnasavedouds
) v Aou a o v v Y ' v
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v | Ao a 1Y = | a o < .
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D) msUsinwidiadestu (Preventive Maintenance) Tuanmnisviarusuund
Y9393¥UU Uredosiinisnsisdeusaztzsdnundedesdty (Preventive Maintenance) s da1udl
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1. Fu naihnsthgsdnwidatiosiu (Preventive Maintenance)

2. 18n19Ma@puNITYNINUYeITTUUABNAILNBI NE N5V 595Ny T el pafu
(Preventive Maintenance) iilelviiulaléissuuannsavhalddsaiy

Meaundunvernutizinuidetestu (Preventive Maintenance) laitfosnindai)

® anvdanmLazinANazatnneusnuazaeluresgunsalensaulsiiazen

SeuTesuaregluanmildauldfnuund

® YIANUAYDIPLATATIVADUBNINIIUANUEY Connector s 9 TiazenaSauiey

wiuuazlitge lnglvegluanmildaulsfnuuni

o msvigadnuLastenuTLsEULIERBINsElunAhNSRALRIIAN 09.00 U, 84
16.30 u. vesiuduniteiugnd waz/mietunazinani av. anastuluedradulneasdomaniaes
wansznusanisufiiauvesldussuuneuiuneslitesiian (eniiuiulans Suerdind was
Tungaindngn)

2) msUrgssneudewonuss (Corrective Maintenance) HunediaasuRavay danns
Aniuns geuusuilugunsailiesuesotrelfegluanmldnuldfmuuninasnszoznaniismun
vngunseilisatundoriedndesursduvionimunasdowiiiunsdd

o duedesdamuarldaunsel elvawinguandonldviern av. uvoudnuly
Tumsdesuasiuasunauny

o lunsdliifguassuudesnsduinulumsquassuu durededliruinuld
nalnsdwi nsans uagaavanedidnnsedng Tnefisvevnamevauadidiniy 1 fu vdminldiue
Jasve

o lunsdlilgunsaliedeineinislénuiiaund iansdrgaunnsemeldaulalle
vdhuviderin fuisdesiuiesiuiidlelitym Tneldmesuaeua saslifuinwuugims
Tnsdndt euddamianizuisiuiflasuuds melnsdn wiauvinTivaaunsud sWamnainmig
spuv E-mail mauflatlymszuuosiussdesanunsanseviwiy Online aeluszeginan 4 dalug
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